Authorities warn of rising scams as holiday season approaches
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PHOENIX — Both the Federal Bureau of Investigation (FBI) and the Cybersecurity and Infrastructure Security Agency (CISA) have raised concerns regarding a dramatic increase in scam reports as the 2023 holiday season approaches. Recent statistics indicate that the number of reported scams has already exceeded the total for the previous year, creating an urgent situation for individuals and law enforcement alike.
Mary Gleason, a Supervisory Special Agent with the FBI, emphasised that the primary channels through which fraudsters operate include cell phones, social media, and email. "The easiest way for fraudsters to make contact is through cell phones, social media, and email," Gleason stated, urging the public to remain vigilant against these pervasive threats.
Jerry Keely, a cybersecurity advisor from CISA, specifically pointed out the emerging threat posed by AI-powered voice cloning technology, which is gaining traction among scammers. "Now with AI being able to copy voices, it can sound like somebody you know," Keely warned, explaining how these advances can deceive individuals into believing they are communicating with trusted contacts.
To safeguard against such scams, experts recommend several precautionary measures. Individuals are advised to be cautious about urgent requests for personal information, avoid clicking on links within unsolicited emails, and instead use known, legitimate websites for transactions. Additionally, keeping devices updated with the latest software can significantly bolster security.
In the unfortunate event of being targeted by a scam, authorities urge victims to cease communication with the perpetrator, notify their bank to potentially block or reissue credit cards, and report the incident to the Internet Crime Complaint Center (IC3) and the Federal Trade Commission (FTC). Local law enforcement can also be contacted for further assistance.
Gleason strongly recommended that individuals take the time to verify the identities of people they communicate with over the phone and online. "There's always going to be this sense of urgency to answer questions, but your financial institution won't be upset with you if you ask them, 'Hey, can I call you back? Since you called me?'" she explained. This cautious approach is vital, especially because once scammers acquire personal information, they can open credit cards, take out loans, and engage in other fraudulent activities.
CISA has also advised the public on the importance of freezing credit with the three major credit bureaus—TransUnion, Equifax, and Experian—as a proactive measure to mitigate the impact of potential fraud. The agencies stress the necessity of spreading awareness about these scams, particularly during the holiday season when family gatherings and celebrations provide opportunities for discussions. Keely remarked, "Education is our best defense," highlighting the importance of collective awareness to help prevent others from becoming victims.
The FBI further noted that only about 20% of scam victims report their incidents, suggesting that the true scale of fraud may be significantly higher than reported figures indicate. The heightened awareness and proactive measures recommended by the FBI and CISA underscore the evolving landscape of scams and the importance of public vigilance as the year draws to a close.
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