Emerging trends in AI automation for business security and compliance
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In the ever-evolving landscape of technology, artificial intelligence (AI) automation is becoming an increasingly pivotal element for businesses. As organisations prepare for significant advancements in the coming years, six notable trends are emerging that are set to reshape businesses' approaches to security, compliance, and operational resilience. This insight has been provided by Pierre-Martin Tardif, a member of the ISACA Emerging Trends Working Group and an experienced professional in IT and cyber security.
One of the foremost trends involves preparing for post-quantum cryptographic migration. This entails raising awareness among top management to allocate sufficient resources for the transition. As many businesses rely heavily on cryptography across various platforms, there is a pressing need to identify its usage within organisations—covering areas such as libraries, Internet of Things (IoT) devices, communication protocols, and database systems. Tardif noted the importance of prioritising critical systems during this transition. He suggested that a potential strategy could involve using hybrid protocols which blend classical and post-quantum cryptography, enabling organisations to migrate at a gradual pace.
The finalisation of operational technologies (OT) oversight is another critical focus area. Tardif highlights that it is essential to enhance OT's cyber resilience and integrate these technologies into current cyber security operations. He observed a long-standing convergence in this domain, which has been ongoing for over a decade. Enabling AI to monitor these systems for unusual behaviours could significantly bolster security efforts, especially given that many legacy systems may lack the capabilities to collect definitive security data. Tardif recommends deploying an intermediate security framework as a possible solution to address this gap.
The article also stresses the need to enhance foundational cyber security practices. This includes effective identity management, network micro-segmentation, and automated threat responses while supporting a zero-trust architecture. Key elements such as robust identity and access management systems that enforce principles like least privilege and multi-factor authentication have been highlighted as essential to creating a dynamic and transparent access management environment.
As AI becomes more integrated within organisational frameworks, Tardif points out the necessity of learning how to conduct cyber security effectively for artificial intelligence pipelines (AIOps). At the same time, constructing a solid business case for AI-based cyber security innovations, particularly in the realm of zero-day attack detection, is becoming increasingly important. Given the rapidly evolving nature of cyber threats, the establishment of international and domestic regulations governing AI’s compliance and resilience will soon take centre stage.
Increasing regulatory requirements are impacting how businesses maintain global compliance, especially regarding privacy and critical infrastructure. With regulations such as the European Union's GDPR and California's CCPA outlining strict guidelines, organisations must contextualise these legal frameworks within their security protocols. Tardif stressed that this integration is essential for aligning with requirements set forth by directives like the EU’s Digital Operational Resilience Act (DORA), which focuses on the financial industry.
Finally, Tardif emphasises the significance of collaboration with third parties, particularly by identifying their Software Bill of Materials (SBOM) and proactively communicating vulnerabilities throughout the supply chain. As businesses become more interconnected, understanding the dependencies on these external parties will remain a priority for security leaders aiming to enhance their overall security posture.
As organisations reflect on these developments, Tardif's insights provide a glimpse into the future of AI automation and its potential impacts on business practices. Understanding and adapting to these trends will be crucial for establishing resilience in the face of ongoing technological advancements.
Source: Noah Wire Services
Bibliography
1. https://www.riskinsight-wavestone.com/en/2024/09/post-quantum-cryptography-is-here-what-are-the-consequences-and-actions-for-large-organisations/ - Corroborates the need for post-quantum cryptographic migration, including the identification of cryptographic usage and the transition strategy using hybrid protocols.
https://www.3key.company/blog/3key-blog-1/post-quantum-cryptography-a-critical-transition-for-businesses-3 - Supports the challenges and complexities involved in migrating to post-quantum cryptography, such as coordination with external partners and compatibility with legacy applications.
https://calvettiferguson.com/ai-automation-trends-2024/ - Highlights the increasing role of AI and automation in business processes, including streamlining operations and improving productivity, which aligns with the trend of AI integration in cyber security.
https://www.datasciencecentral.com/enterprise-ai-tends-in-2024-what-businesses-need-to-know/ - Discusses the use of AI for automation and workflow optimization, as well as AI-driven solutions for decision-making, which is relevant to enhancing cyber security practices with AI.
https://www.riskinsight-wavestone.com/en/2024/09/post-quantum-cryptography-is-here-what-are-the-consequences-and-actions-for-large-organisations/ - Mentions the integration of post-quantum algorithms into various technological solutions and the importance of a gradual transition, supporting the strategy suggested by Tardif.
https://www.datasciencecentral.com/enterprise-ai-tends-in-2024-what-businesses-need-to-know/ - Emphasizes the role of AI in enhancing operational efficiency and decision-making, which is crucial for effective cyber security practices and compliance.
https://www.riskinsight-wavestone.com/en/2024/09/post-quantum-cryptography-is-here-what-are-the-consequences-and-actions-for-large-organisations/ - Highlights the need for a comprehensive transformation program to master crypto agility and the involvement of major players in post-quantum security, aligning with Tardif's recommendations.
https://www.3key.company/blog/3key-blog-1/post-quantum-cryptography-a-critical-transition-for-businesses-3 - Details the challenges in securing already-encrypted data and the lack of precise data on cryptographic objects, supporting the need for a thorough transition plan.
https://www.datasciencecentral.com/enterprise-ai-tends-in-2024-what-businesses-need-to-know/ - Discusses the importance of AI in data extraction and better decision-making, which is relevant to enhancing cyber security practices and compliance through data-driven decisions.
https://www.riskinsight-wavestone.com/en/2024/09/post-quantum-cryptography-is-here-what-are-the-consequences-and-actions-for-large-organisations/ - Mentions the regulatory requirements, such as the Quantum Computing Cybersecurity Preparedness Act, which aligns with Tardif's emphasis on regulatory compliance.
https://news.google.com/rss/articles/CBMikgFBVV95cUxNYTRVb21TWjhtOWswbEtOUjIzaTBxRjVKNW0yZ0tkanM1SWI4SWNVV0lYdDM1UEwtWHBESkpfMU1RbE5Zd05EYzZKckhmRE5CTG5Ea3Z2XzBBWEk5WGdyYTdKM0g2WUN0NWhOVUJyaDRPejgzcC16Qm0tZTRVOXl2dW9kNEVPRHV1NmgtcmRIYUxlUQ?oc=5&hl=en-US&gl=US&ceid=US:en - Please view link - unable to able to access data
image1.jpg




