AI automation causes major disruption for indie gaming platform Itch.io

[image: ]
On 9 December 2024, Itch.io, the acclaimed indie gaming platform, experienced a significant disruption when its entire domain was suddenly taken offline due to an automated takedown request stemming from Funko Pop's AI-driven BrandShield service. The incident sparked widespread concern over the implications of unchecked AI automation in business practices.
The issue began when BrandShield, described on its website as a service designed to safeguard brands against phishing and fraudulent activities, flagged a Funko Pop fan page as suspicious. This trigger led to the automated filing of takedown requests with Itch.io's hosting provider and domain registrar, iwantmyname. Following this, despite Itch.io creator Leafo’s compliance with the takedown request, the registrar's automated processes acted without human oversight, resulting in the complete deactivation of Itch.io's domain for nearly a day.
Leafo expressed frustration over the incident on social media, stating, “I kid you not, @itchio has been taken down by @OriginalFunko because they use some trash 'AI Powered' Brand Protection Software called @BrandShieldltd that created some bogus Phishing report to our registrar, @iwantmyname, who ignored our response and just disabled the domain.” This highlights the potential pitfalls of relying solely on automated systems for brand protection without necessary human intervention.
After approximately 24 hours, Itch.io was restored, much to the relief of gamers and indie developers who depend on the platform for distribution and promotion of their work. This incident underscores a growing concern within the tech industry regarding the use of AI services. While automation offers numerous benefits, developers and businesses are cautioned against the dangers of allowing AI to operate independently without contextual understanding or human oversight.
The event serves as a case study on the limitations of AI, where the automated systems failed to assess the credibility of the reported fan page properly, leading to a detrimental chain reaction that affected a well-established digital platform. Instances like these illustrate the crucial need for human involvement in processes that utilise AI, emphasising that such technology should be seen as a tool for assistance rather than a complete replacement for human judgement.
As discussions surrounding the responsible use of AI in the business landscape continue to evolve, this incident may prompt companies to reevaluate their reliance on automated systems. The implications for future practices are significant, particularly as businesses increasingly incorporate AI into their operations. Solutions like BrandShield may offer critical protection capabilities, but the necessity of combining AI tools with human oversight seems more apparent than ever.
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