The evolving landscape of AI and automation in business practices
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In an evolving technological landscape, the integration of artificial intelligence (AI) and automation is increasingly shaping business practices across various industries. Recent reports highlight significant trends and forecasts surrounding AI automation, particularly in relation to cybersecurity, enterprise resource planning (ERP), and manufacturing processes.
Tata Consultancy Services (TCS) has released its 2025 Cybersecurity Outlook, shedding light on vital focus areas that organizations should prioritise to combat rising cyber threats. Key areas identified include the influence of generative artificial intelligence (GenAI), the necessity of robust cloud security, and the establishment of elastic supply chains. TCS's Global Head of Cybersecurity, Ganesa Subramanian Vaikuntam, emphasised the transformative journey of global cybersecurity, stating, “With geopolitical shifts and evolving technology, global cybersecurity is undergoing a major transformation." The report identifies seven trending cybersecurity strategies for 2025, advocating the use of GenAI-powered threat detection systems and a shift towards zero-trust security architectures.
Amidst the threat landscape, the collaboration between SAP and Amazon Web Services (AWS) through the launch of GROW with SAP on AWS signals a progressive step in cloud computing solutions for businesses. This initiative combines SAP's extensive ERP capabilities with AWS's powerful cloud infrastructure, aiming to provide a seamless adoption process for organizations transitioning to modernised operations. The GROW with SAP offering is described as a comprehensive cloud ERP solution designed to enhance decision-making processes through embedded AI capabilities. As companies seek agility and resilience, this partnership is expected to play a pivotal role in helping them leverage advanced technologies without the need for extensive logistical upheaval.
On the manufacturing front, a report by McKinsey highlights a disconnect between the potential benefits of AI application in plants and the preparedness of many facilities to adopt such technologies. According to the findings, only 10% of plants have effectively harnessed AI for process decisions. As reported, while 75% of plants are equipped with sensors, many lack the necessary calibration and integration for optimal operation. This points to a pressing need for manufacturers to strategically enhance their automation and sensor capabilities to support AI deployments, enabling informed decision-making that can significantly improve process efficiencies.
Experts within the industry reiterate the importance of strategic planning when expanding sensor networks and enhancing automation capabilities. Aaron Pfeifer, a principal at Atlas OT, articulated the need for manufacturers to be cautious with indiscriminate sensor installations without clear links to value creation. An effective approach would involve identifying critical process variables and strategically deploying sensors that yield the most valuable data insights.
As businesses continue to navigate an increasingly digital economy, the ongoing partnerships between technology leaders and automation suppliers signal a clear intention to innovate and optimise operation efficiency. The integration of AI into existing processes is framed not merely as a technological upgrade but as a cornerstone for future resilience and profitability in various sectors.
As organisations look forward to embracing AI and automation trends, it remains essential to weigh their unique requirements against broader technological advancements while maintaining focus on foundational cyber resilience strategies and operational integrity. The intended outcomes are not only to adapt to current demands but to forge competitive edges in a rapidly changing business environment.
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