Cybersecurity M&A activity set to rise amid economic uncertainty
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In 2024, the business landscape has been marked by significant unpredictability, influenced primarily by global economic conditions, elections in key nations, and increased geopolitical tensions. These factors have notably affected merger and acquisition (M&A) activities across various sectors, including cybersecurity. Stuart Pilgrim, Head of Cybersecurity M&A at KPMG UK, informed Infosecurity Magazine about the challenges facing M&A activities in 2024, stating, “With elections in the US and UK having now taken place, we are seeing more signs of activity and expecting this to continue into 2025.”
Despite the prevailing uncertainty, the cybersecurity sector remains highly fragmented, populated by numerous small businesses, which positions it well for consolidation. Analysts have identified key drivers for M&A activity this year, including a resurgence in private equity investments, a trend particularly pronounced following a quieter 2023. Mark Smith, Director at Houlihan Lokey’s Technology Group, elaborated on this resurgence, attributing it to increased confidence, significant funds available for investment, and the perception of cybersecurity as a high-growth and resilient market. He pointed out Thoma Bravo's notable $5.3 billion acquisition of UK-based Darktrace in October 2024 as a prime example of this trend.
Smith also noted another driver is the increasing necessity for large cybersecurity firms to broaden their service offerings. This has led organisations to seek integrated solutions that reduce reliance on multiple vendors. Noteworthy transactions include Sophos’ planned acquisition of SecureWorks for $859 million and CyberArk’s $1.54 billion acquisition of Venafi, reflecting this growing trend towards comprehensive cybersecurity solutions. There is also particular interest in companies that provide Managed Detection and Response (MDR) services and Security Operations Centers (SOCs), as these can effectively monitor, detect, and respond to cyber threats.
Investors have shown a keen inclination towards building scalable cybersecurity platforms. According to Smith, "Investors are keen to build pure-play cybersecurity platforms of scale." Pilgrim concurred, emphasising the appeal of "as-a-service" models, which provide recurring revenue and enhance customer retention.
As for predictions for 2025, both Pilgrim and Smith expect ongoing growth in cybersecurity M&A activity. They are forecasting a concentrated effort by strategic acquirers to invest in next-generation technologies, including artificial intelligence (AI) and automation, which could enhance productivity and help mitigate the perennial cyber skills gap. Pilgrim commented, “We may see a push towards investing in AI and automation capabilities, particularly for businesses who are running a SOC.”
The completion of some high-profile M&A deals in 2024 underscores these trends:
1. Cisco's $28 billion acquisition of Splunk: Finalised on March 18, this acquisition is noted as Cisco's largest ever, reflecting significant strategic intent in the cybersecurity domain.
2. Thoma Bravo's acquisition of Darktrace for $5.3 billion: The deal, completed on October 1, is designed to fortify Darktrace's growth as an independent entity specialising in AI-driven cybersecurity solutions.
3. Mastercard's $2.65 billion deal for Recorded Future: Announced on September 12, this acquisition enhances Mastercard's cybersecurity framework by integrating threat intelligence capabilities.
4. CyberArk's acquisition of Venafi for $1.54 billion: Also finalised on October 1, this transaction aims to develop comprehensive machine identity solutions.
5. Permira's $1.3 billion investment in BioCatch: Announced on September 9, this acquisition focuses on enhancing digital fraud detection technology, underlining the critical need for advanced biometric solutions.
Overall, the cybersecurity landscape in 2024 demonstrates significant activity despite the challenging economic backdrop. With numerous high-value deals occurring, the industry is viewed as a prime area for long-term investment and consolidation, setting the stage for further developments in 2025 and beyond.
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