Navigating the evolving landscape of AI and cybersecurity
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The landscape of artificial intelligence (AI) and cybersecurity is undergoing substantial transformation, driven by a notable increase in cyber threats and a concurrent surge in interest in AI technologies. Incidents involving cyber-attacks, often perpetrated by non-state actors or even state-supported groups targeting critical infrastructure—including banks, hospitals, defence firms, and research facilities—are prompting businesses and governments to reinforce their approaches to cybersecurity. The importance of more sophisticated protection mechanisms is underscored by rising concerns regarding the efficacy of traditional security measures.
Naveen Garg, a US-based site reliability engineer with over 15 years of experience in threat intelligence and data analysis, has addressed these evolving challenges through his book “Beyond Firewalls: Security-at-Scale.” Garg emphasises the necessity to look beyond conventional security tools, such as firewalls, antivirus solutions, and access controls, which he believes remain inadequate in the face of modern cyber threats that leverage AI and dark web resources. In a telephonic interview, Garg noted, "Despite advancements, I noticed a significant knowledge gap—even among highly skilled professionals—where security is still often equated with firewalls."
His book is positioned as a comprehensive guide designed for a broad audience, aiming to bridge the gap between traditional cybersecurity practices and the evolving landscape marked by increasing complexity in cyber-attacks. It features insights on implementing scalable security measures that utilise advanced analytics and behaviour analysis to combat sophisticated threats. Garg highlights the need for organisations to adopt proactive measures through AI-powered tools to enable effective threat detection and response.
As Garg pointed out, modern cyber-attacks often involve social engineering and data acquired from the dark web to impersonate legitimate users. He argues that traditional security measures simply cannot withstand the scale and complexity of these tactics. He asserts that AI tools play a fundamental role in enhancing security frameworks, stating that “they require large-scale data analysis and the execution of complex algorithms.”
The urgency of these developments is echoed in the latest O’Reilly 2025 Technology Trends Report, which identifies AI as a key driver in the technology landscape. Professionals are increasingly prioritising skills related to AI, reflecting a surge in knowledge-seeking behaviour that is critical for organisations aspiring to maintain competitiveness. Reportedly, there has been a 456% increase in interest surrounding prompt engineering and a 286% increase for generative AI. This trend is accompanied by growing demand for cybersecurity governance, with skills in governance, risk, and compliance witnessing a notable rise.
AI tools are increasingly integrated into security operations, allowing teams to transition from reactive incident responses to proactive defence strategies. This shift is lowering the burden on security specialists who have historically focused on addressing incidents as they arise. It is essential, however, to implement robust governance frameworks to mitigate the vulnerabilities that AI adoption can introduce.
"The future is not about fearing AI’s impact on jobs but in harnessing its potential to enhance productivity and drive innovation across industries," said Mike Loukides, vice president of emerging technology content at O’Reilly, further affirming the necessity for leadership and communication to accompany technical skills in today’s tech environment.
The report also highlights the rise of smaller, open-source AI models, such as those developed from Meta’s Llama, showcasing a shift towards more flexible and cost-effective AI solutions, democratising access and fostering innovation across businesses of all sizes. This trend aligns with an overarching theme of the need for continual professional development and adaptation to emerging technologies.
Moreover, the evolving landscape necessitates greater collaboration between security teams and business leaders, emphasising that security governance has become a recognised imperative for protecting organisational reputation and customer data. By fostering this collaboration, organisations can implement the necessary strategies to adapt to the rapidly evolving threats effectively.
As the industry navigates the complexities presented by advancements in AI and cybersecurity, the emphasis on comprehensive security strategies, proactive governance, and skills development is central to safeguarding assets and ensuring organisational resilience in the face of persistent and evolving threats.
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