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AI-Powered Voice Cloning Scams Target Parents in the UK
Recent reports have sounded the alarm over a distressing new type of scam sweeping the United Kingdom, which leverages artificial intelligence (AI) to clone the voices of children. This sophisticated fraud tactic has become the latest evolution of the “Hi Mum” scams, notorious for exploiting parents' emotions to extract money.
The alarming rise in AI-driven scams involves fraudsters, often operating from overseas, using just three seconds of audio—gleaned from social media platforms like TikTok and Instagram—to replicate the voice of a child. Armed with these digital clones, scammers are able to make phone calls or leave recorded messages that sound eerily convincing, compelling parents to believe their child is in grave danger and in urgent need of financial aid.
Typically, these fraudulent calls mimic distress scenarios, where the scammer, posing as the child, claims their bank card and phone have been stolen. They may also invent situations requiring immediate financial settlements, such as urgent payments to a landlord or unscrupulous individuals allegedly threatening them.
Speaking on the issue, Fraud Minister Lord Hanson emphasised the need for families to adopt “safe phrases” to confirm the authenticity of such emergency calls. "AI presents incredible opportunities for our society but we must also stay alert to dangers," he remarked. The government, he noted, is supporting the Stop! Think Fraud campaign, which advises the public on measures to prevent falling victim to these scams.
The statistics underscore the growing threat. In the year ending March, the Crime Survey for England and Wales reported 3.2 million fraud incidents. The trend is mirrored by the financial sector, where UK Finance revealed 554,293 financial fraud cases reported by its banking members—a 20% increase compared to the previous year. These figures include a substantial number of “Hi Mum” scams.
Justine Roberts, founder of the Mumsnet internet forum, noted the psychological manipulation at play, stating, "These scams prey on parents' emotions. If you think your son or daughter is in trouble, it's natural to act quickly, and otherwise scam-savvy parents have been duped by urgent pleas allegedly from their children." Roberts advocated for using codewords or questions agreed upon in advance to verify the legitimacy of such distress calls.
The government is acutely aware of the challenges posed by AI-enhanced scams. A Home Office spokesperson acknowledged that AI is transforming the landscape of fraud, making it increasingly difficult for victims to discern the trap set before them. They stressed that the upcoming government fraud strategy will prioritise tackling the threats presented by AI-based scams.
In light of these developments, government officials and experts are urging families to initiate open dialogues about emergency protocols and to establish unequivocal methods of confirming authenticity when faced with such calls. Meanwhile, banks and financial institutions continue to advise vigilance, encouraging individuals to ignore unrecognised contact attempts and secure their personal data from potential misuse.
As these AI-facilitated scams proliferate, the pervasive challenge of fraud grows ever more complex, requiring concerted efforts from both the public and private sectors to mitigate its potentially devastating impact on victims.
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