Murrells Inlet resident falls victim to AI-driven scam
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A resident of Murrells Inlet, Wendy Reid, has fallen victim to a sophisticated scam using emerging technology, resulting in a financial loss of $800. The incident highlights the increasing use of artificial intelligence (AI) in tricking individuals online. Ms Reid, who had been browsing Facebook Marketplace in search of a car, came across what seemed to be a compelling offer purportedly posted by a long-time acquaintance of ten years.
With the advent of advanced technology, scammers are exploiting artificial intelligence to mimic the voices and appearances of users' acquaintances. To ensure the legitimacy of the post, Ms Reid arranged a FaceTime call with who she thought was her friend. During this call, she saw and heard the voice of her friend, reinforcing her belief that the deal was genuine.
However, complications arose when the supposed friend requested an $800 deposit prior to completing the transaction. Ms Reid transferred the funds via Venmo, only to later find herself blocked on Facebook, thus severing any communication with the scammer and realising she had been defrauded.
Stanton Greenawalt, a professor at Horry-Georgetown Technical College (HGTC), explained the mechanics behind such scams, indicating that they are increasingly common due to recent technological advancements. By acquiring small samples of someone's voice, scammers can synthesize conversation snippets to fabricate dialogues that sound convincingly authentic. Professor Greenawalt noted a significant uptick in these AI-driven scams over the past year, a trend corroborated by FBI statistics showing a $2.2 billion increase in financial losses due to scams from 2022 to 2023.
To combat such fraudulent activities, Greenawalt recommends users implement several security measures. He suggests establishing secure communication codes with family members or friends, a tactic that could entail using personalised information such as a favourite place to eat, thereby confounding potential imposters.
Reflecting on her experience, Ms Reid expressed regret over not withholding her deposit until confirming ownership of the car and the seller's identity in person. Her experience underscores the need for vigilance when engaging in financial transactions online, where the nature of fraud is continuously evolving with modern technology.
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