Consumer awareness of data privacy sees significant rise
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Consumer awareness regarding data privacy has witnessed a notable increase, according to a recent study by Cisco. The 2024 Consumer Privacy Survey indicated that 53% of individuals are now informed about their nation’s privacy laws, a significant rise from 36% in 2019. This growing awareness is reportedly fostering greater consumer confidence in data protection, with 81% of those knowledgeable about privacy laws expressing confidence in safeguarding their data, in contrast to just 44% of those unfamiliar with such regulations.
The survey highlights a demographic divide, with a notably higher awareness among younger individuals. Specifically, 65% of those aged between 18 and 24 are informed about data privacy laws, compared to a mere 24% of individuals over the age of 75. Despite these age-related differences, there is a widespread concern for data privacy across all age groups, with 89% of respondents expressing a desire for more control and protection online.
In addition to privacy awareness, the survey explored attitudes towards Generative AI (GenAI). It found a considerable apprehension about GenAI's potential impact on society and the workforce. Eighty percent of the participants expressed concern about GenAI being potentially detrimental to humanity, while 72% feared it could lead to job displacement. Furthermore, a high percentage of respondents, 86%, worried about the possibility of incorrect outputs from GenAI, and 80% were uneasy about its potential to influence the electoral process negatively.
On top of these worries, the survey revealed significant instances of individuals sharing sensitive personal information with GenAI tools. Among the respondents, 37% acknowledged entering health-related information, 29% provided financial data, and remarkably, 27% disclosed their account numbers to chatbot interfaces. This data-sharing occurs despite reports of data breaches and hacking incidents involving GenAI applications, raising concerns about the mishandling of personal information.
The research underscores the importance of verifying the accuracy of GenAI-generated content by consulting additional sources, as well as understanding the collection and usage of personal data by these AI tools. It suggests a need for users to maintain vigilance in updating privacy settings and to stay informed about their privacy rights.
These findings come in an era marked by technological advancements and increasing reliance on digital platforms, highlighting a broader dialogue surrounding consumer rights and data protection in a rapidly evolving digital landscape.
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