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Researchers Demonstrate Chatbot Scam Potential in Groundbreaking Study
Researchers from the University of Illinois Urbana-Champaign (UIUC) have unveiled a new frontier in the realm of online scams, demonstrating how artificial intelligence (AI) can be manipulated to automate widespread deception schemes. In a recently published paper, Richard Fang, Dylan Bowman, and Daniel Kang outlined how they leveraged the advanced AI capabilities of OpenAI’s latest model, known as ChatGPT-4o, to execute fully automated voice scams.
Marking a significant milestone in technology misuse, the researchers managed to bypass numerous safety measures inherent within ChatGPT-4o. Although the model contains built-in safeguards to prevent exploitation, the team employed several "jailbreaks" to imitate an Internal Revenue Service (IRS) agent effectively. This breakthrough highlights the vulnerabilities that currently exist in AI technology, despite ongoing efforts to enhance security measures.
The research revealed varied success rates across different scam types. Notably, credential theft from Gmail accounted for a 60% success rate, while scams involving cryptocurrency transfers were successful approximately 40% of the time. The cost of executing these scams was found to be relatively low, ranging between $0.75 and $2.51 per successful attempt, making this form of deception both potent and economically viable for perpetrators.
OpenAI, the company behind ChatGPT-4o, has acknowledged the significance of these findings. Speaking to a technology publication, a spokesperson from OpenAI emphasised the company's commitment to strengthening their model's resistance to dishonest manipulation. The spokesperson highlighted that the latest "o1 reasoning model" shows notable improvements in its capacity to resist attempts to generate harmful content without compromising its creative and helpful capabilities.
OpenAI has welcomed the researchers’ work, indicating that insights from such studies play a crucial role in refining the AI’s safety protocols. As AI models become more sophisticated, continuous research will be essential to mitigate new and evolving threats.
This development comes as voice scams remain prevalent in the United States, characterised by simple but effective tactics. Typically, scammers initiate contact by phone under the guise of providing assistance while seeking to extract money or sensitive information. A common scenario involves a victim encountering a fake virus alert via a browser popup from a non-existent antivirus company, prompting them to contact a support line. Upon calling, victims are unknowingly led through a deceptive process resulting in data or financial loss.
As these AI-powered scams demonstrate new tactics, both industry leaders and users are prompted to consider the implications of advanced technologies, while advancements in AI security continue to evolve.
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